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Abstract

Key-Value Stores (KVSs) came into prominence as highly-
available, eventually consistent (EC), “NoSQL” Databases,
but have quickly transformed into general-purpose, program-
mable storage systems. Thus, EC, while relevant, is no longer
sufficient. Complying with the emerging requirements for
stronger consistency, researchers have proposed KVSs with
multiple consistency levels (MCL) that expose the consis-
tency/performance trade-off to the programmer. We argue
that this approach falls short in both programmability and
performance. For instance, the MCL APIs proposed thus far,
fail to capture the ordering relationship between strongly- and
weakly-consistent accesses that naturally occur in programs.

Taking inspiration from shared memory, we advocate Re-
lease Consistency (RC) for KVSs. We argue that RC’s one-
sided barriers are ideal for capturing the ordering relationship
between synchronization and non-synchronization accesses
while enabling high-performance.

We present Kite, the first highly-available, replicated KVS
that offers a linearizable variant of RC for the asynchronous
setting with individual process and network failures. Kite
enforces RC barriers through a novel fast/slow path mech-
anism that leverages the absence of failures in the typical
case to maximize performance while relying on the slow path
for progress. Our evaluation shows that the RDMA -enabled
and heavily-multithreaded Kite achieves orders of magnitude
better performance than Derecho (a state-of-the-art RDMA-
enabled state machine replication system) and significantly
outperforms ZAB (the protocol at the heart of Zookeeper).
We demonstrate the efficacy of Kite by porting three lock-
free shared memory data structures, and showing that Kite
outperforms the competition.

CCS Concepts + Computer systems organization — Cloud
computing; Availability; « Software and its engineering —
Consistency;

Keywords Consistency, Availability, Fault tolerance, Repli-
cation, RDMA
1 Introduction

Key-Value Stores (K'VSs) came into prominence over a decade
ago as highly-available, eventually consistent (EC), “NoSQL”
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Databases with a get/put APL. Since then, they have enjoyed
widespread application with use-cases that include graph ap-
plications, messaging systems, coordination services, HPC
applications and deep learning [4, 13, 34, 87]. Thus, the
KVS has today transformed into a general-purpose, pro-
grammable, distributed storage system [87], coming to re-
semble distributed shared memory (DSM). However, there
is a key difference: unlike a traditional DSM, a KVS must
also provide high availability; data must remain constantly
accessible in the face of individual machine and network
failures.

During the KVS’ transformation, one thing became ap-
parent: EC was no longer sufficient. Stronger consistency
primitives are essential for achieving coordination and syn-
chronization [8]. Indeed, in explaining why twitter’s KVS was
extended with strongly consistent primitives, twitter engineers
concede: "while EC systems have their place in data storage,
they don’t cover all of the needs of our customers" [87].

However, strongly consistent operations invariably incur a
higher performance overhead than more relaxed ones. For
instance, in an asynchronous environment, implementing
atomic Read-Modify-Writes (RMWs) is costlier than imple-
menting linearizable reads/writes, which in turn is costlier
than implementing weakly consistent reads/writes [7, 30, 58].

Faced with these opposing requirements, researchers have
come up with a solution that now comprises the state-of-the-
art: multiple consistency level MCL) KVS [5, 19, 34, 52,78,
87]. MCL KVSs enable the programmer to trade consistency
for performance by requiring them to specify the consistency
needs for each access. We find the MCL API unsatistying on
two grounds: programmability and performance.

e Programmability. The API should not ask programmers
to reason about the implementation-centric consistency
level for each and every access; rather it should provide
them with an intuitive, programmer-centric interface.

e Performance. Specifying the consistency level of indi-
vidual accesses fails to capture the ordering relationship
between strong and weak accesses that naturally occur in
programs. For example, consider the ubiquitous producer-
consumer synchronization pattern. The producer creates an
object, writing each of its 1000 fields, and then raises a flag
to announce that the object is ready to be read. Meanwhile
the consumer polls on the flag; when it finally sees it raised,
it proceeds to read the object. Note that the intended behav-
ior is that when the raised flag becomes visible, the object
and its 1000 fields must become visible, too. The only way
to achieve this behavior in today’s MCL API is to label
all of the accesses as strong. Clearly, this is suboptimal
performance-wise. Anideal APl would allow for the writes



to the fields to be reordered but ensure that all of these
writes take effect before the write to flag.

To remedy this situation, we pose the question: Is there a
consistency API that simplifies programming, while allowing
for the system to extract maximum performance?

1.1 A Case for Release Consistency

To answer the question, we turn to the shared memory com-
munity which has grappled with these very questions. After
a 30-year debate, the community has converged on the Data-
Race-Free (DRF) programming paradigm [1] (e.g. C/C++,
Java, OpenCL). DRF is a contract between the programmer
and the system: if the programmer writes programs free of
data races and correctly annotates synchronization operations,
the system will provide strong consistency. Under the hood,
the system honors the contract through a DRF-compliant
memory model, typically a variant of Release Consistency
(RC) [6, 25, 57, 86]. In this work, we propose the adoption
of the DRF-compliant RC for distributed KVSs.

Going back to the question we posed earlier, we argue that
RC ticks both boxes.

¢ Programmability. Instead of asking the programmer to
reason about consistency, RC requires them to explicitly
annotate synchronization operations. RC offers the typi-
cal read/write/RMW API with a twist: when writing to a
synchronization variable (e.g. raising a flag or releasing a
lock), that write must be marked as a release. When read-
ing from a synchronization variable (e.g. testing a flag, or
grabbing a lock), that read must be marked as an acquire.

¢ Performance. An RC enforcement mechanism can po-
tentially leverage programmer annotations for reordering
non-synchronization (relaxed) operations, while enforcing
ordering (RC’s one-sided barrier semantics) only when
synchronization is required. However, to our knowledge
the performance benefits of RC have not been explored
previously in an asynchronous environment with individ-
ual machine and network failures, mainly because there is
no prior work on how to efficiently enforce RC’s barrier
semantics in this environment.

1.2 Kite

In this work, we present Kite, the first highly-available, repli-
cated, RDMA-enabled KVS that offers RCy;,, a linearizable
variant of RC (§2.3). We note that even though RC variants
have been offered previously in DSM systems [17, 42, 44, 74],
we are, to the best of our knowledge, the first to offer a highly
available RC in an asynchronous setting with individual ma-
chine and network failures. In building Kite, we address three
challenges:

1. Identifying protocol mappings (§3). The basic premise
of RC is maximizing performance by providing strong con-
sistency only when required. To achieve this we must iden-
tify protocols with different consistency/performance trade-
offs that map to the RC API. We identify as ideal candi-

dates three asynchronous, fully-distributed protocols: Even-
tual Store (ES) [15], multi-writer-ABD [59] (an ABD [7]
variant, dubbed ‘ABD’) and Paxos [48]. Specifically, relaxed
reads and writes are mapped to ES, an efficient EC protocol
that executes reads locally; releases and acquires are mapped
to ABD, that offer linearizable reads and writes; and finally,
RMWs are mapped to Paxos.

2. Enforcing RC barrier semantics (§4, §5). Identifying
protocol mappings is not enough; the chosen protocols must
be augmented to enforce RC’s barrier semantics. The chal-
lenge is to do this while retaining the efficiency of ES—in par-
ticular its “local reads™ property. Alas, ensuring that reads are
always local and consistent in an asynchronous environment
is challenging. Kite sidesteps this problem with a fast/slow
path mechanism: the blocking fast path executes reads lo-
cally, albeit assuming a synchronous environment, whereas
the nonblocking slow path can operate on an asynchronous
environment, albeit sacrificing local reads. Kite alternates be-
tween the two paths. In the common case where messages are
delivered on time and machines do not fail, Kite operates on
the fast path. When asynchrony presents itself (e.g. through a
big network delay), Kite conservatively falls back to the slow
path temporarily, before reverting to the fast path. Thus, Kite
hinges on the asynchronous slow path for progress, exploiting
the synchronous fast path for performance. We describe this
mechanism in Section 4 and we rigorously prove it enforces
RC in Section 5.

3. Efficient system implementation (§6). We implement ES,
ABD and Paxos from scratch and integrate them with Kite’s
slow/fast path mechanism. The salient design points of Kite
are: a highly multi-threaded implementation (§6.1), the adap-
tation of MICA [54] (a state-of-the-art KVS) (§6.2) and the
efficient use of RDMA (§6.3).

Limitations. Kite is an in-memory KVS, replicated within
a datacenter for reliability, targeting the typical replication
degree (ranging from 3 to 7 [34]). Therefore, Kite should not
be expected to scale to hundreds of replicas. Finally, Kite
does not handle replication beyond a datacenter (i.e., geo-
replication) and should be combined with other systems for
durability (e.g., failure of the entire datacenter).

Contributions.

¢ We introduce Kite, a replicated, RDMA-enabled KVS that
offers RCy;, in an asynchronous environment with network
and crash-stop failures.

e Kite enforces RC’s barriers efficiently via a fast-path/slow-
path mechanism, that leverages the absence of failures in
the common case to maximize performance, while hinging
on the slow path for progress.

e Kite implements ABD, ES and Paxos and combines them
with the RC barrier semantics in an RDMA-enabled, heav-
ily multi-threaded manner.

e We rigorously prove that the fast-path/slow-mechanism of
Kite enforces RC.



o Kite significantly outperforms Derecho [12] (a state-of-
the-art RDMA state machine replication system) and an
in-house, RDMA-enabled, multi-threaded implementation
of ZAB [69] (the replication protocol at the heart of Zoo-
keeper [34]) on a set of micro-benchmarks.

o We further demonstrate the efficacy of Kite by porting three
lock-free shared-memory workloads using the Kite API,
and showing that Kite outperforms the competition.

2 Preliminaries
2.1 Kite: A Replicated, Available KVS

Execution model. Kite, as is typical of replicated KVSs, is
a deployment of 3-9 machines. (We use the terms machines,
nodes, servers and replicas interchangeably.) Every machine
holds the entire KVS in-memory. In each machine, a number
of threads, called workers, execute client requests. Kite’s
clients use the Kite API to access its objects. A client is
connected to a worker via a session. The order in which
requests appear within a session constitutes the session order.
Each worker is typically responsible for multiple sessions.

Failure Model. Kite assumes an asynchronous model, with
network and crash-stop failures. Under this model, there is
no need for synchronized clocks or bounds in message trans-
mission delays. Individual processes (machines) might fail by
crashing, but do not operate in a Byzantine manner. Network
failures in either network links or messages may occur. En-
suring availability is one of the primary goals of Kite: as long
as a majority of nodes (and their links) are alive, failures do
not cause a disruption in Kite’s operation, i.e. client requests
mapped to these nodes are executed normally.

Asynchronous replication protocols. The objects of the KVS
are replicated in multiple nodes to tolerate failures. An asyn-
chronous (aka nonblocking [30]) replication protocol is then
deployed to enforce consistency and fault tolerance across
all replicas. A common theme across asynchronous protocols
is the notion of gquorums, which refers to a subset of the ma-
chines that hold a replica. For example a write may need to
be propagated to at least a quorum of replicas before it is said
to have completed. Throughout this paper, the term quorum
refers to any majority of replicas.

2.2 Consistency Models

Eventual Consistency (EC). A number of different weak
consistency models with various guarantees [77] are catego-
rized as variants of EC [83], all of which mandate that replicas
must converge in the absence of new updates. We identify
per-key Sequential Consistency (per-key SC) [19, 55, 81] as
an intuitive, well-defined safety variant of EC. Per-key SC
mandates that: 1) all sessions agree on one single order of
writes for any given key (aka write serialization) and 2) reads
and writes to the same key appear to perform in session order.

Sequential Consistency (SC). SC mandates that reads and
writes (across all keys) from each session appear to take effect

in some total order that is consistent with session order [47].
To put it succinctly, SC enforces session ordering.

Linearizability (lin). In addition to SC’s constraints, lin man-
dates that each request appears to take effect instantaneously
at some point between its invocation and completion [31].
Thus, lin not only enforces session ordering, but also pre-
serves real-time behavior.

2.3 Release Consistency

RCgc provides a sequentially consistent variant of RC. RCge
has strong enough primitives that lets one (provably) achieve
well-known synchronization patterns, including wait- and
obstruction-free concurrent implementations of linearizable
objects, as well as mutual exclusion [8, 30].

We start the discussion with RCg- and then extend it to
RCp;,, which is the consistency model that Kite provides.
Table 1 describes the RCg- API and the session orderings
enforced, where p—q means that operation p appears to take
effect before operation q. In Section 5, we formalize RC
axiomatically.

SC semantics (release/acquire—release/acquire). RCgc en-
forces SC among releases and acquires; i.e. releases and ac-
quires appear to take effect in session order.

Release barrier semantics (all—release). A release acts as
a one-way barrier for all prior accesses; i.e., a release takes
effect only after writes and reads, before the release, take
effect. Informally this means that, by the time the release
write becomes visible to another session: (1) all writes that
precede the release must be visible to that session and (2) all
reads that precede the release must have returned.

Acquire barrier semantics (acquire—all). An acquire acts
as a one-way barrier for subsequent accesses; i.e., reads and
writes after the acquire, appear to take effect after the acquire
takes effect. Informally, when an acquire observes the value
of a release from another session: (1) a read that follows the
acquire must be able to observe any write that precedes the
release and (2) a write that follows the acquire must not be
able to affect any read that precedes the release.

Barrier invariant. The two types of barriers cooperate to
enforce a single invariant: when an acquire reads from a
release, the accesses that follow the acquire appear to take
effect after the accesses before the release.

Enforcing RC;;,. Kite enforces a stronger variant of RCgc,
dubbed RCy;,. RCy;, shares the same API with RCgr and
enforces the same orderings (Table 1). The only difference
is that RCy;, preserves lin among releases and acquires. For
example, in RCy;,, if a release has completed in real-time,
then any subsequent acquire in real-time (from any session)
is guaranteed to observe the release’s result; the same does
not hold for RCg¢. In summary, RCy;, allows Kite to offer
consistency semantics that range from per-key SC to lin.



RCsc/RCrin APL

Command Ordering Kite mapping
Relaxed . -
Read/Write no ordering Eventual Store [15]
Rele'ase all = release. ABD [59]
Write release = acquire
Acquire . -
q
Read acquire == all ABD [59]
all = RMW
RMW RMW = all Paxos [48]

Table 1. RC5~/RC;;, API, orderings and Kite mappings.

3 Setting the Stage: Kite Mappings

Kite maps three existing protocols to the RCy;,, API as shown
in Table [. In this section, we explain our rationale behind
these choices and provide an overview of each of the three
protocols. We begin with Lamport logical clocks [46], as they
are a vital part of all three protocols.

3.1 Lamport Logical Clock (LLCs)

An LLC [46] is a pair < v,m;y > of a monotonically increas-
ing version number, v, and the id of the machine that creates
the LLC, m;y. An LLC A is said to be bigger than LLC B, if
A’s version number is bigger; if their versions are equal, the
machine id is used as a tie-breaker.

LLCs make it possible to generate a globally unique “time’
for an event without any coordination. A machine can create
a unique LLC by incrementing a local version and its own
machine id. LLCs can be then leveraged to order events (e.g.
serialize writes) in a distributed manner, without the need for
communication or with explicit ordering points (e.g. a master
node). Indeed, all three protocols employed in Kite leverage
LLCs to avoid centralized points when ordering events.

s

3.2 Eventual Store for relaxed reads and writes

Eventual Store (ES) [15] achieves per-key SC for replicated
KVSs by maintaining an LLC for every key, using which
it is able to provide a unique LLC for every write, thereby
serializing writes to each key.

Why ES? ES is extremely efficient, incurring no more than
the absolutely necessary protocol overhead: reads execute
locally and writes broadcast the new value, an action that is
necessary for fault tolerance. Besides, ES is naturally asyn-
chronous and tolerant to failures.

3.3 ABD for releases and acquires

The multi-writer-ABD algorithm [59] builds on the seminal
ABD algorithm [7] to emulate linearizable reads and writes
on replicated data over a message passing system, on an
asynchronous environment. (For brevity, we refer to multi-
writer-ABD simply as ABD.)

Why ABD? For four reasons: 1) ABD offers lin in an asyn-
chronous environment, allowing Kite to offer lin among re-
leases and acquires. 2) ABD is very efficient: it is fully dis-
tributed and it naturally lends itself to a multi-threaded im-
plementation. 3) ABD is designed explicitly for full writes,

which do not require consensus[30], thereby avoiding the im-
plications of the consensus impossibility result [22]. 4) ABD
is a natural match for ES: both protocols use broadcasts and
per-key LLCs, enabling sharing of metadata and network op-
timizations across them. Below, we describe ABD, noting
that an LLC is maintained for each key.

Write. A write request performs two broadcast rounds, gath-
ering responses from a quorum of machines for each round. A
first lightweight round that reads the per-key LLCs of remote
replicas, and a second round that broadcasts the new value
along with its LLC.

Read. A read request performs one broadcast round where it
reads the keys and LLCs from a quorum of replicas, returning
the value with the highest LLC. If the value to be returned
has not been seen by a quorum of replicas, then a second
broadcast is performed with that value and its LLC.

3.4 Paxos for RMWs

Paxos [48] is a state machine replication protocol that allows
distributed processes to achieve consensus in an asynchronous
environment amidst machine and network failures.

Why Paxos? RMWs require consensus. Out of the myriad of
consensus protocols, we choose Paxos because it is a well-
established protocol that allows for high-performance imple-
mentations: it can be implemented in a per-key fashion, en-
abling concurrency among different keys, and without leaders
or centralized points that hinder availability and concurrency.
Below, we first provide a brief overview of the Paxos protocol
and then we describe how we incorporate Paxos in Kite to
implement RMW s.

Basic Paxos operation. Paxos requires two broadcast phases:
a propose phase and an accept phase. When a replica acks
an accept for a Paxos command, it is said to accept the com-
mand. If a command is accepted by a quorum of replicas, then
the command is said to have committed. In practice (and in
Kite), a commit message is also broadcast to notify the rest of
the replicas. Therefore, a Paxos command in Kite typically
completes within three broadcast rounds.

Per-key. Because RMWs to different keys commute, they
need not be ordered [49]. This observation allows us to exe-
cute Paxos at a per-key granularity, uncovering the available
request-level parallelism across RMWs to different keys and
enabling a multi-threaded implementation, as threads need to
synchronize only when accessing the same key.

Leaderless. Lamport proposes that when Paxos is executed
repeatedly (i.e., multi-decree Paxos), it should elect a sta-
ble leader [48]. The stable leader can execute the propose
phase for only the first command it commits, and avoid it for
all the rest. Nonetheless, Kite implements leaderless Basic-
Paxos [48], similarly to [70]. In doing so, we concede the
extra round-trip per RMW, but we maintain the properties
that made us choose Paxos in the first place: the constant
availability, and the concurrent/decentralized nature of the



protocol.

4 Enforcing RC Barrier Semantics

In the previous section, we described how Kite maps the RC
API to existing protocols. This is not sufficient to enforce
RC barrier semantics, however. Kite enforces the barrier se-
mantics through its fast/slow path mechanism, relying on a
nonblocking slow path for progress, while leveraging a block-
ing fast path for performance. We first provide the big picture,
explaining the problem that the mechanism addresses and its
solution (§4.1). We then provide an in-depth description of
the mechanism (§4.2) and discuss its optimizations (§4.3).

4.1 Big picture

Consider the example shown in Figure 1, assuming that ses-
sions, S1 and S2, are mapped to different machines. (For
brevity, we refer to the machines using the session names.)
RC mandates that if S2°s read of flag (acquire) returns 1,
then its read of X must also return 1. Since relaxed reads in
Kite are mapped to ES, they are performed locally. Therefore,
to enforce RC, Kite must ensure that S1°s write to X reaches
S2 before the write (release) to flag.

Fast path: RC & ES without asynchrony. In the common
case where machines operate without big delays, the condition
is met in Kite through the fast path which enforces one simple
rule: before the release begins its execution, Kite ensures that
each write prior to the release is acked by all replicas. This
rule enables a relaxed read to execute locally without violating
RC. by the time the acquire from S2 returns flag = 1, S2 must
have already acked the write to X, and thus can execute its
read to X locally via ES.

The problems caused by asynchrony. Alas the fast path rule
that requires each write before a release to be acknowledged
by all replicas cannot be enforced in an asynchronous envi-
ronment. For instance, assume that S1 does not receive an
ack from S2 for the write to X. The ack may have not arrived
because S2 has failed or because S2 is slow. That presents S1
with a dilemma: on the one hand, if §2 has failed, S1 should
not block indefinitely waiting for an ack; on the other hand, if
$2 is alive, S1 should wait for its ack or risk S2 reading X = 0.
Even worse, if S2 is alive but has simply missed the write
from S1, S1 can neither wait, as it will block indefinitely, nor
move on, as it will violate RC.

Kite’s solution: The fast/slow path. Kite solves this prob-
lem through its fast/slow path mechanism: on an acquire, S2
discovers whether it has lost a write message. If so, S2 deems
its entire local storage to be stale (out-of-epoch), transitioning
itself to the slow path, where it must refresh each of the keys
betore accessing them again locally (i.e. with ES). Note that,
unless S2 performs another acquire, it only needs to refresh
each key once, because in RC, the relaxed accesses need only
be as fresh as the latest acquire.

While rendering the entire local storage stale may appear
as an extreme measure, we note that this overhead is rarely

Initially X = 0, flag= 0

( 51 ) ( 52 )
Ty Write(X, 1)
T, Release(flag, 1)
Ty Acquire(flag, 1)
Ty Read(X, 1)

time

Figure 1. Producer-consumer pattern between S1 and S2.

incurred, because in a controlled, datacenter environment,
asynchrony is relatively rare [11, 43]. More importantly, shift-
ing all the overhead to the misbehaving machine allows for a
very efficient fast path, as it ensures that asynchrony-related
overheads are incurred only when asynchrony manifests.

Below we sketch how the fast/slow path mechanism will
work for the example in Figure 1.

> On a release. Before writing to flag (release), S1 attempts
to gather acks from all machines for its write to X within a
timeout. If the timeout expires and S1 has not received an ack
from S2, then S1 first broadcasts that S2 is delinquent (i.e., is
suspected to have missed one or more writes), ensures that a
quorum of machines have been informed of S2’s delinquent
status, and then finally, proceeds with its release.

> Om an acquire. Because acquires are implemented with
ABD, when S2 acquires flag = 1 at a later time, it must
reach a quorum of machines and thus will intersect with the
quorum that knows of 52’s delinquent status. Then, and before
completing the acquire, S2 renders its entire local store stale
(out-of-epoch), by simply incrementing its machine epoch-id.
(The epoch semantics is described in the next section.)

> On a relaxed access. A relaxed access to an out-of-epoch
key cannot be performed with ES (i.e. in the fast path). Instead,
the key is restored in-epoch in the slow path, through an ABD
access (i.e. a stripped-down ABD as explained in §4.3). A
key is restored by simply advancing its own key’s epoch-id to
match the machine’s epoch-id.

One final problem. After S2 transitions to the slow path,
it must notify the remote machines that it has been made
aware of its delinquent status and has transitioned to the
slow path. This is necessary to prevent the pathological case
where subsequent acquires from S2 keep discovering that S2
is delinquent, needlessly bringing it back to the slow path.
However, restoring its status as non-delinquent in remote
machines is not a trivial action, as S2 must ensure that the
status is restored atomically and after it has transitioned to
the slow path. We defer the discussion of how Kite achieves
the task for Section 4.2.1.

4.2 Kite’s fast/slow path mechanism

This section provides an in-depth description of the fast/slow
path mechanism.

Release. Before a release can execute, it attempts to gather
acks (from all machines) for each prior write in session order.

> Fast-path release. If all prior writes have been acked by
all machines, the release simply executes.






